CHEYENNE RBIVER SIOUX TRIBE TELEPHONE AUTHORITY
100 Main Street (P.0. Box 810), Eagle Buite, Soath Dakeota 57625

Mertene H. Dorich, S'eai}etary

Federal Communications Commission
445 12th Street, SW

“Washington, DC 20554

Annpal 47 CER, § 64.2008(¢) CPNI Certification
ER Docket No. 86-36

Annual §4.2009(c) CPNI Certification for 2011 covering the prior calendar year 2014
Dite filed: February 16, 2011 ' |
Namie-of Company(s) covered by this certification: Cheyenne River Stonx Tribe Telephene
Authoerity
Forr 499 Filer 1: 809682
Nanig of signatory: J. DD, Williams,
Title of signatory: Chief Executive Officer
I 1. D. Williams, certify that 1 am an officer of the Tyibal Authority named above, and
acting as an agent of the Tibal Awmthority, that ] have personal knowledge that the Tribal

Authority has established operating procedures that are adequate to ensure compliance with thi
Commission’s CPNI rules, See 47 CFR. § 64.2007 of seq.

Agtached to this certification a4y Aftachment A is an accompanying statement explaining
how the Tribal Authority’s procedures ensure that it is In compham:e with the reguirements
(including those mandating the adeption of CPNI procedures, training, recordkeeping, and
supervisory review) set forth in section 64,2001 o7 seq of the Commission’s rufes.

The Tribal Authority has not taken actions (fe., proceedings instituted or petitions filed
by the Company at either stzle commissions, the court system, or at the Commission against data
brokers) against data brokeis in the past year,

The Tribal Authority has net received customer complaints in the past year concerning
the unauthorized release of CPNT.

The Tribal Authonty represents and warrants that the above certificate is consistent with
47 C.F.R. §1.17 which requires truthful and accurate statemonts to ihe Commission. The Tribal
Authority alse asknowled’ge&&at Jalge-statements and misrepresentations to the Commission are
pumnishable undcr Title 18 of the U.S. Cﬁf&\s\;ﬁd ay subject it to enforcement action.
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Attachment: Statement of CPNI Cqmphazm@ Procedives
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CHEYENNE RIVER TRIBE TELEPHONE AUTHORITY

STATEMENT OF CPNI COMPLIANCE

The, Cheyenne River Sioux Tribe Telephone Authority provides telecommunications services to

the Cheyenne River Sioux Reservation in north-central South Dakota, The following statement explaing
how the Tribe ensures that its operating procedures and employee conduct e in compliance with the.

FCC’s rules ghverning Customer Praprietary Network Information.

Al

Customer Préprietarv Network ~ Iinformation {“CPNI™)
CPNI is-defined in Section 222(f) of the Communications Act as {A) information that relates

. to the quantlty, technical. configuration, type, destination, and amount of use of a

telecommunications service subscribed to by any custorer of a telecommunications carrier,
and that is-made available to the cartler by the customer solely by virtue of the carrier-

-oustomer relationship; and {B} Infarmation contained In the bills pertaining to telephone

exchange service or telephone toll service received by a customer of a carrier {(except that
CPNI does not include subscriber list information).

Generally, CPNI includes personal Enformétion regarding 2 customer’s use of his or her

telecommunications servicas. CPNI encampasses information such as: la) the telephone

numbers called by a customer; {b) the length of @ customer’s phone calls, and (¢) the
tefecommunications and information services purchased by a customer. '

Use of CPNI Is Restricted . . .
In providing telecommunications setvices, the C.R.5.T. Telgphone Authority recognizes that

CPNI includes information that is personal and individually ldentifiable, and that privacy
concerns have led Congress and the FCC to Impose restrictions upon its use and disclosure,
and upon tha provision of access to it by individuals or entities inside and outside the Tribe.

C.R.S.T. Telephone Authority employess and agents that deal with CPNI have and will
continue to be informed that there are substantia) federal restrictions upon CPNI use,
distribution and access. In order 1o be autharized to use or access CRS.T, Telephane
Authoriy's CPNi; employaes and agents receivé training with respect to. the FCC's CPNI

rules,

Permissible Uses of CPNI _
CRS.T. Telephone Authority employees and agenls are strictly prohibited from using CPNI,
and from providing CPNI to individuals or entities inside or outside the Company, except as

follows:



1. The Company may, after receiving an appropriate raquest, establishing a password or
recelving adthentication from a customer, disclose or provide the customer's CPNI to
Ny parsan or entity designated by the customer.  All such customer requests (1) must
be in memo form from business organizations; (2) customer must give correck
password; {3) ¥ in person, customer must provide photo LD.; (4} CPN) autharization
form must be filled out by customer dasignating an authorized Individual(s); (5)
company employees may call the phone numher of record and authenticate the
customer either by asking a few pointed questions such as how zong have you had
service with our erganizatian, some of the features that are suliscribed to, ete.

Z. inthe absence of an appropriate written request from the custamer, C.R.S.T. Telephane
Authority may provide the customer's phone records or other CPNI fo a law
enforcerment agency but only in response 10 a lawful warrant er subpoena that spec‘f”es
the particular CPNI {o be furnishad. .

3. Dtherwise, CR.S.T. Telephane Authority toes not use fis CPNI for any purpese other

. than billing its customers, except as shown as 4 and 5 below.

A. The Company and its authorized employees may use, disclose or permit access to CPNI
te ‘prouide senvices hecessary to, or used in, the provision of the telecommunications
services from which the CPNIis derived,

8. The FCC has noted the publishing of directories as an axamgple of this permitted use.

b. The FCC has Indicated that felecommunication carriers may use, disclose or permit

Caccess to CPNI, without customer ‘approval, to provide inside wiring instailation,
malntenance, and repaiy servicas.

. The FCC has stated that local exchange carriers and commercial radio service may
use CPNI, without customer approval to market “adjunct-to-basic” services such as
spead dialing, computer provided directory assistance, eall monitoring, call tracing,
call blocking, call return, repeat dialing, r.allmg tracking, cal] waiting, callar D, call
forwarding, and cerlain other cali features, :

d. No other uses of CPNI are permitted. However, C.R.5.T. Telephone Authority may
usé CPNI to protect C.RST. Telephone Authority’s  tights or property, and to
protect users and other carviers from -fraudulent, abusive or illegal use of {or
subseription to) the telecommunications service from which the CPNI is derived.

5. C.RS.T. Telephone Authdrity may use; disclose, or permit access to CPNI darived from
Tts provisions of local exchange service or long distance service, without the customer’s
approval, to provide customer premises equipment (“CPE), call answering , voice mail or
messaging, voice storage and retrieval services, fax store -and forward, and protocol
canversian,

6. C.RAT. Telephone Authonty presently does not allow use of its CPNI by its cable TV

" affiliate and will not allow such usa by any other affiliate. However, C.R.S.T, Telephone

Autharity toes not foreclese the possibility that [t may in the future allow such use by

an affiliate, but only in accordance with the ‘opt-in, oplout! procedures in Sectlons

64,2007 and 64.2008 of the FCC's Rules.



v, Disciplinary Procedures
The Company has informed its emplayees and agents that it considers compliance with the
C.R.S.T. Telephone Authority’s procedures régarding the use, disclosure, and access to CENI
to be very important. Violstions of these procedures and other policles and procedures
regarding C.R.5.7. Telephone Authority’s provision of telecommunications services to the
Cheyenne River Sioux Triba Reservition will su bject the oifenders to appropriaie disciplinary
action depending upon the nature and circumstances of the violation.

Theke were 1o vio tiong of the FCC's rules for CPNJ recorded for the year of 2010, | ceriify that thisis a

DelaitisKeller, Compliance Officer



